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nsAsBUATEIMINEINTTEUUINANIE LAY
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AasssuUsundl suf vwessumalne nsdlifldnuairaiumauuaiovie
PRUNIABS
19 Qo NMINAIUIgINALITInENIBIIUAIBUDN (Outsourced software development)

(e) dnlvinsmuAulassMsiagandlslaggSuIdliuInsaInaeuen

(0) Asansryilasasdudfians lunindaumsdyandmiuresaldnlunisinm
gonAwIsaeSuliuINsIINAeuen

(o) WANTUNAIMUALT DIN1TAIUANT T 9L A TIRADUAUAMNMLAZ ALY NS
99 geNdwIsRazdnsiamlaegliuinisnieuen Taeszyliludyained
ydugliuinisnisusnty

(@) Winsasraaeulusunsulivssada Tugenduaganeg fazvinsindenou
Fudunsings

(&) ¥d931NN1TEWBUNITHAUITONUITINNMUILIIUAEUDN YUILIIUA DY
ffiunsiUasusarusngg

(o) HiiaIWIsEULAINA18UBN (Outsource) fasasusiludyaildiamedaya (Non-
Disclosure Agreement) NauUALLIUNT

(o) EimIusEULAIINATEUEN (Outsource) Aostauf]iAnuuIuleue wasunuun
TunsShwauiunsaenfesuasaune Yasmiieu

dufl « msufiRmuanneusndineu (Teleworking)

o ca Fosiinmansaaevitgunsailifuvesdiuddddflunsdidsssuumaluladansauma
yosmheunszerlnainstestulifauaznisldanlniiead sudivhenuiun

{0 s fosdimsdamssugunsaldmiunsufjifnunnszeglng nmsdaiudeyawazaunsal
doanslilsitugldauainseeslna

fo ce fldnuanszezlnannau dosiunmsiigadfnudeunisldau Wefiunuuasnss
i sWanu wieIsn1sse (Dusu

To @o ey wlilinugunsailiduvesduiuiodifsruumaluladasaumavemmineny
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o <o Fosrimunriavesu Flussiey %’jummé’wwﬁaga FTUUIULAZUTNITH
yosmhenuioygauag oy el ftRnuanszeylna

1o g FosimundunoulfuRdmiunisveousd n1svosnidn nsimusnieuiulss
ansmadhfsssuuasaumauasmsfugUnsaitliuiiRnuanszeyina

d9ufl @0 N1sArUANNISIdNResTUUIATaYE1Sa1e (Wireless LAN Access Control)

19 <e ARATTUU AsmuANdyguvesgunsainssedyginuuuliaty (Access Point)
T Ivaeenuenituiilinuszuuedodeliaetosiian

1o wo fauaszuy Aesinsiuasuei SSID (Service Set Identifier) fignimumdurnZudy
(Default) mmﬂ;ﬁwﬁmﬁuﬁﬁﬁﬁqﬂﬂiﬂjﬂszmaé’ﬁyzymquﬁma (Access Point) ulgaunagiinunlin
9o SSID (Service Set Identifier) Tnglamzszunnuilfuduaudy dndnde

10 oo HALATEUU Aosiruna1 Wireless Security tuwuu WEP (Wired Equivalent Privacy)
138 WPA (Wi-Fi Protected Access) #3afiiinin lunsiisviadeyaszminaniosgning (Wireless LAN
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Client) wazgunsainszanedyqinuuulians (Access Point) kazimunaailagliliuansdeszuu
\eveliang

19 «lo HAKATEUY HaNlEITn13AIUAN MAC Address (Media Access Control Address) ua
vietaBildnu laveyanmamedldauinavslunadilfnussuuedotelaonuiimuel vy

fo wm fpuaszuy dosdnsfnialiiioad Firewal) sewinszuueiorisliasiuszuy
wietnenelumiienuy

fo we fouaszuu mstmusligldonluszuueioiielfmefndedeasiuiniotieniely
ULy VPN (Virtual Private Network) iiletaedesiumsyngnluszuuiaietneliane

fo «¢ fouaszuy deshmsameidougunsainnildfndessuuedetneliane

1o wo fouaszuy dedldwendiwrintosiawrinrraeumnuiunsasafoveszuuiaietig
Faeiflenssnsraaeuuasdufinmmnisaifasdoiatuluszuuieieteliae warlunsdinsoaey
wumsldnussuuedennelimeninund Tguaszuu sessesmimihssnumsuiiud

fo o fguaszuy Aesmuaugualailiyaravievihenunsuenilildueygalinuszuy
wsetnglianglumsidng ssuumietnguasszuvansaumangluniieu

fo «a fldnuiideimadifszuueieiielimevomhsnu sgfeninsamezfoutudaua
szuusazsadlasuiinsaneygnanimimihenuegauduaednualdnys

fo e fquaszuu Aesinisamefoudmundnsgldmdumadnfsssuuedeieliaes W
wngaufunihiinusuiaveulunsufiReu feudldssuuiaietneldans sas fimsnunuans

madniisegsainawe visil azdedldsuaygnandauaszuumuaudndulunislda

#2ufl @e N1sAUANNTTIHIUUNsaillasfulASat1e (Firewall Control)

f9 @00 mhsnuiviflunisuimsinnig msfiakeuasimunives Firewall favian

{9 @oe NMsimunAEIFUTes Firewall Fosiunduufiasiimun (Deny)

18 @olo VIS (Services) uazidumadousodumesidnilioynnnauleis azdesgn
Uden (Block) Ime Firewall

19 @om {ldnudumesidnazdeshmasiufindldou (Login) nounislimnads

f9 @oa MatmuadINuazMITouseTiouym wfesinistufinninudsuutasmnads
mnfinsaeuulaanneg veq Firewall

o eoe matiiwingunsal Frewall axdeseninsadinsldiamed 7 14 Suneumneliguadnnig
il

1o @ob Teyaasasnenenfinnesiitnoongunsal Firewall azdesdsnludnfuiigunsel
Jautoyadsasnereuiinnes Invazdesdaiutoyarsashivesndt co fu

18 @om Matmusleniglumsliui msdumes i afuias ssneuiianesgnitgazilianesnnis
Aessefuguuedusunsuidly feuapelildonu Fanndmusiduiiarlinunesemadeuouenmilof
un AefdlasumNBuBIIMUIBNLN DY

1o @oc M3tmuammsliinisvearsssresinnoiutitnelundazduvonnietis azsos
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19 oox JABIINITAITOITOYANITAIMUAAIAINY VvesgUnTailasiuaTevny (Firewall)
LﬂumzcﬁmﬂLﬁauu,amqﬂﬂ%’j&fiauﬁ%ﬁmsm?{EJuLLanh
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Snvngiidudunsidnazdediiougelidnndeudeiiie ldnudumesidnfuuiiaududuleeg
sesmaruumdunsally
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frnnudssdenulasadvaunitagldzunmsudle

78 @b 197 ouseludnuazvesnisaIuauszezlng (Remote Login) 91nA18UBNLNE
wdnaitieviegunsniiedotianielu dossuiunisdsil

(@) woaygwnsidnuiuaednuaidnys
(o) Audaya Log File 71 Firewall
() AU Log File 2106 Application
10 oom Hazliaulevieiuanulasnsdeves Firewall azgnsziunisldnudumesidnsiui
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19 eow fauaszuy Fosmuasiuuadsiivoslildmuldsvaiuinld wu liiu o ade
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18 obe M899NN5ITNUTTVVIAMIIEIanNTolind (E-Mail) ta5ad udosastudinean
(Logout) Vgﬂﬂ%’j\‘i
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]

o elom Tuds E-Mail fdnuuzduannineves (Spam Mail)
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Yo oot vindwmanedidnvsetind E-Val) MTdnvamdunsavdiorengvane v edvSuesyrredy
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=
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o
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Fnsmadidnnselindvideiimsdule dvildutude Jeides gnowiu

gnindends vielasuanudueny
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a"auﬁ' oD ﬂﬂiﬂi')ﬁlﬁ'ﬁﬂﬁ‘qm‘ln (Intrusion Detection System/Intrusion Prevention System
Policy : IDS/IPS )

{8 @&o IDS/IPS Policy 1Huuloursn1sfindassuuns19a8uNITYNIN LALATINADY
AmnuUaenfBreAIetng tielosiunine ns szuvasaume uazdoyavueievenielumiieny
Tiianusiuasasade WulwmmansufoRifeafunisasaaeunisyninadetiy wieufuunum
uazANLSURRveUTIALITes

T8 oaw IDS/IPS Policy Aspunqunlaes (Host) luiselngvemihsnuiaziasotiedoys
Faun Tudadunaideyaaiuns ddldegluinternedumosidnynidums

{9 e¢a sruumuaiianusadndsldandumesidaviefiansisasasdosriumnasy
ANIEUV IDS/IPS

Y9 e spuUimmely DMZ Demilitarized zone) azdedldsumsmmaaeugtuuumsliuing
reumsAnsauasDaliiuinig

Y9 @0 Toad (Host) unziedetneiavmndiinisdsiudayasiu IDS/PS adesdintstufinua
NATIVEOU

19 oo 38UV IDS/IPS agfnsiin1snTiaaeunay Update Patch/Signature 1uusya

18 ool #83iIN1INTIFBUMANINTOYAIIAT NYANTIUNTITeU ANTTU Uazdud
Usnaudayadnldnuaietnalulsedmniulaedauassuy

fo aom IDS/IPS agviauneldngmuauiiugiuves Firewall Aldlunisidndaaieteves
ITUUANTHUNANLUNG

{0 e LAdpauiTefifinsfinfe host-based IDS azfosfimansaaeudeyausydniu
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